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12 Steps to Secure and 
Seamless Remote Working

If you want to make sure your remote working setup is almost as secure as your o�ce environment, 
we're here to help. The following checklist can be used by executives, IT managers and employees. 
Simply follow the list and tick o� each task once you've completed it. By the end, you'll have 
everything in place to work securely, e�ectively and reliably from home now and in the future. 

1. Update your computer and all applications
Make sure you are running the most up-to-date version of Windows or macOS. Check that all of 
the software applications you use regularly (Microsoft 365, Adobe, etc.) are updated and patched.

2. Update virus protection software
Keep anti-virus and anti-malware software updated at all times. Install updates immediately when 
prompted to make sure your computer continues to detect and block malicious attacks.

3. Uninstall any applications you no longer use
If there are any applications on your personal computer that you haven't used in a while, remove 
them immediately. These applications usually aren't being updated or patched and thus present a 
security risk.

4. Use a VPN at all times
A Virtual Private Network encrypts your online activity and stops malicious actors from spying on 
you. VPNs tend to shut down when you turn o� your computer or put it to sleep. So make sure to 
re-engage the VPN every time you log in. 

5. Separate your network
It's best practice to connect your computer to a di�erent network than the rest of the devices in 
your home. This can be accomplished with a VPN or by using a di�erent router or firewall.
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9. Update and secure your softphone
Softphones, like Voice over IP telephony, are commonplace in remote working setups. They are 
incredibly convenient but also ripe for exploitation by malicious actors if they aren't updated regularly. 

8. Use a password manager

writing them down or saving them in your browser. Password managers can also be used to 
create complex and secure passwords for websites and applications.

7.
If you are using your personal computer to work remotely, create separate user profiles for other 
members of your family. Make sure that they can't log into the user profile that you use for work.

6. Password protect your computer
Keep your computer secure by protecting it with a password and logging out when you aren't 
using it. This will keep your friends, family and everyone else from accessing sensitive company 

10. Secure your browser by deactivating extensions
Most major browsers have a raft of extensions and add-ons that promise to improve the user 

use them at all.

11. Make sure your data is backed up
It is everyone's responsibility to make sure the work they do is backed up in the appropriate 
places. Check you are connected to your corporate network and that files are automatically saved 
to the cloud when you update them. 

12. If in doubt, ask an IT professional
As a front-end user, you are the first line of defence against cyber attacks. That means if anything 
seems amiss or you are worried about your computer's security, you must say something.

https://www.method-it.co.uk/

